Headquarters
Multinational Corps Northeast

POLAND, POSTBOX 59, PL-70-961 SZCZECIN 6, Tel: +48 91 444 58 88

We are currently offering a job in the position of

SENIOR SPECIALIST CYBER SECURITY
The main duties will be:

e Cyber Intelligence & Information sharing such as collecting, fusion and analysis of technical Cyber Intelligence,
Cyber technical Bulletins and warnings upon cyber TTPs, exploits, vulnerabilities and cyber campaigns;

e Managing and monitoring System Incident and Event Management (SIEM) tools and other CIS security
operations tools implemented in Security Operations Centre (SOC), and adjusting correlation rules upon new
TTPs, exploits and vulnerabilities;

e Threat hunting: profiling CIS Systems, user behaviours, trends and changes as possible indicators of a Cyber-
occurrence;

e Cyber incident triage, prioritization, and evidence collection;

e Cyber incidents Investigations and basic/initial forensic analysis, incident response management within SOC
team and CIS technicians;

e Development of CIS Cyber events/incidents metrics/statistics;

e Recommending new CIS security controls, procedures and instructions, based on lessons learned from Cyber
incidents investigations and handling;

e Performing continuous vulnerability scanning and assessments on CIS;

e Translating Vulnerability Assessments (VA) results into CIS security recommendations;

e Contribution to development of comprehensive Cyber Awareness Training and Education Program for users.

An ideal candidate should meet the following requirements:

e University degree related to cyber security or minimum 3 years of experience in IT/cyber security related
positions;

e Very good command of English (written and spoken);

e Knowledge of Security Operations Centre activities and tools (SIEM, HIPS/NIPS, IDS, Nessus, Splunk);

e Knowledge of NETSEC and COMPUSEC domains;

e Knowledge of CIS security baselines and controls;

e Experience in Vulnerability Assessments (VA) and Security Compliance Checks;

e Experience in Penetration Testing (PENTESTSs);

e Ability to work in a team and cooperate with other cyber security experts.

What do we offer?

¢ Full-time (stationary) job with an employment contract;

e Friendly working conditions in a multinational environment;

e Opportunity to increase your professional skills (courses, trainings);

e Employee’s benefit package: 13th salary, Social Fund, group insurance, private medical care, unlimited access
to internal gym, sports, language courses and social events, additional 4 days of leave

How to apply?
If you are interested, please send us your application in English (marked as Senior Specialist Cyber Security)
including your CV and cover letter until 28" FEBRUARY 2025 to the following e-mail address:

HR@mncne.nato.int

Please be also aware that the employed person will be obliged to fill in a very detailed questionnaire in order
to apply for the required Security Clearance Certificate.

Please be informed that we are going to contact only selected persons.



You are kindly asked to enclose the following statement in Polish:

,~Wyrazam zgode na przetwarzanie moich danych osobowych dla potrzeb niezbednych do realizacji procesu
rekrutacji zgodnie z Rozporzgdzeniem Parlamentu Europejskiego i Rady (UE) 2016/679 z dnia 27 kwietnia 2016 r.
w sprawie ochrony osob fizycznych w zwiqzku z przetwarzaniem danych osobowych i w sprawie swobodnego
przeptywu takich danych oraz uchylenia dyrektywy 95/46/WE (RODO).”



